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Major Information Security Incident in Qatar
As the most majority of businesses move online with their operations, many security threats are also emerging, especially regarding information technology. On April 26, 2016, a whistleblower at Qatar National Bank claimed that unknown hackers had gotten into the bank’s servers and got away with a huge chunk of information on customers’ transactions. The attack on the bank was known when a folder appeared online with the mark “Al-Jazeera” in which inside it contained about 30 separate profiles together with Microsoft Excel file that contained more than 1,200 records of customers (Murdock, 2016). 
According to Murdock (2016), about 1.4 GB trove of internal documents which contained sensitive financial data was leaked from the Qatar National Bank by unknown hackers. According to the authors, the massive data that was stolen from the bank's servers contained hundreds of thousands of records; for instance, customer transaction logs, personal identification numbers, and credit card data (Murdock, 2016). Cybersecurity threat is becoming a major issue of concern as businesses move online. Many businesses move online in an attempt to improve their performance through improved customer service efficiency. However, despite the advantages or benefits that online operations bring to the business and the customers, it equally poses a significant threat to the success of the business and the relationship between the organizations and their customers. Like any other organization, Qatar National Bank was exposed to an information security threat, which led to its attack. For service providers like financial institutions such as banks, the threat is even greater because their service involves fortunes of customers' income and savings. Any incident of security threat to their investments will compromise the customers' relationship with the service providers. 

Security breaches like this that happened in the Qatar National Bank in 2016 are associated with poor information technology and security protocols in the company. As Ragan (2016) explains, even though the attack on Qatar National Bank may have been carried out by unknown hackers, but there is a possibility that it was perpetrated by an insider or someone who had persistent access to the bank. This showed that the bank had poor or inadequate security protocol in place to identify such intentions before it occurred. Further, Ragan (2016) also explains that the passwords used in the attack on the bank were weak. According to the author, some of the passwords consisted of weak characters that could be accessed by hacker (Ragan, 2016). Only three of the accounts hacked contained special characters, which make a password stronger (Ragan, 2016). Password protection is another security measure that the bank could have used to protect its customers’ details. As a result of such failure, the bank gave access unintentionally to outsiders to thousands of confidential information regarding transactions and credit card information. Such kind of data breach is not only affecting the bank regarding business, but it also poses a security threat to the customers whose personal identity numbers were accessed and posted online. As Murdock (2016) explains, the file that was leaked contained 1,200 records which include telephone numbers, identification numbers, home addresses and other personal information on customers. Further, another record labeled “SPY” was also within the 30 profiles leaked. In this file, Murdock (2016) explains that there was more personal information on customers such as images, social accounts, banking data, and passwords. All this information could compromise the personal security of customers. The people responsible for the attack at Qatar National Bank have never been known up to now. However, from the attack, some people have claimed that it could have been perpetrated by an insider or someone who regularly visits the bank (Ragan, 2016). As Ragan (2016) explains, analysis of the incident demonstrated that the attack might have been perpetrated by a malicious insider or a criminal hacker who had frequent visits to the bank. 
Instead of being cautious after the attack, the bank could have been cautious about its security systems before the attack occurred. According to Ragan (2016), most of the passwords were weak, and this gave the hacker an easy time to get into the servers and take the information they needed. Therefore, the bank could have used a stronger password for its employees whenever they are opening or accessing the bank’s servers. According to Ragan (2016), only one password consisted of 13 characters.  Based on the password breakdown, most of the passwords consisted of between five and eight characters with few having the special characters which make it difficult for hackers to hack. Another weakness in the bank’s security system that may have been prevented and also helped to prevent such attack is the pin combination of the customers’ accounts. According to Ragan (2016), based on the Per Thorsheim’s PasswordsCon, the pin used by many customers was either used repeatedly because many people selected the same pin or the pin was used on multiple cards used by one person. Further, the bank could have prevented such intrusion by installing a stronger firewall that has the ability to prevent malware from reaching the servers. 
In the future, the bank could improve its security system to ensure that the customers’ information is safe. Some of the security systems or protocols that would help in the future to prevent such attacks include a frequent review of the security systems including the CCTV cameras, bank servers and updating the antivirus regularly. Constant review of the servers will help the bank know whether the firewall is working and other security systems. As Golchha et al. (2014) explain constant and frequent review of the servers will help the bank notice any malicious activity in the servers and design a strategy to block the traffic before it gets to the main servers.  Through the review of the CCTV camera tapes in the banks, it could have helped to notice if there is anyone who frequently visits the bank and could pose a threat to its systems. Having a regular update of the antivirus will prevent and enable early detection of malicious apps or information in the servers. 
Some of the malware that can be used to compromise the servers include Spyware, Trojan, computer virus, and worm (Siahaan, 2017). Siahaan (2017) explains how viruses could be used to attack the computer system. For instance, a virus could be in the form of email in which once the recipient opens the attachment the virus can send a destructive code which can affect the operations of the computer (Siahaan, 2017). Other viruses include macro-virus, boot sector virus, and polymorphic virus (Siahaan, 2017).  Any of these viruses could have caused the malfunction of the Qatar National Bank’s servers, which made it easy for hackers to have access to the servers.  Another security protocol that the bank would take to prevent such attack in the future include prohibiting members in the bank is to encourage members to use stronger passwords, which contains special characters. As Siahaan (2017) explains, prevention of cyber-attack occurs before the infection or before the problem occurs. Therefore, one cannot wait until the attack occurs is when they start moving up and down looking for measures to contain a situation that has already happened.  
Therefore, security issues are affecting every company, but lack of proper security protocols and measures to counter the external threats can lead to serious security breach like the one witnessed in Qatar National Bank. Customers depend and entrust their personal information to the banks to keep their investments safe, but this relationship can be seriously affected by cases of security breaches due to poor IT infrastructure and systems. Every company has a responsibility to keep its customers’ information safe and prevent anyone from accessing it. 
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